Learning to Troubleshoot Wireless
Networks: If They Troubleshot
Themselves - We Would Be Out of Jobs
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Presenter - Robert Bartz

e Eight-O-Two Technology Solutions, Denver Colorado

 Engineer, Consultant, Educator, Technical Author

 BS Degree, Industrial Technology, California State University Long Beach, College of
Engineering

* Former Aerospace Test Engineer

e 24 Years Technical Training With the Last 16 Years Specializing in Wireless Networking

e Author - CWTS Official Study Guide by Sybex

e Author - Mobile Computing Deployment and Management: Real World Skills for
CompTIA Mobility+ Certification and Beyond by Sybex

e E-mail: robert@eightotwo.com Twitter: @eightotwo
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Agenda

e Troubleshooting concepts

e Common troubleshooting methodology

e The Open Systems Interconnection (OSI) model and wireless networking
 |EEE 802.11 frame types

e Basic IEEE 802.11 connectivity

e Common wireless LAN problems

 Wireless LAN troubleshooting tools

e Spectrum Analyzer demonstration

* Protocol Analyzer demonstration

e Site Survey software demonstration
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Troubleshooting Concepts




Myth: Troubleshooting is easy

“Relax, alright, my old man is a
television repairman and he's
got this ultimate set of tools, |
can fix it”

Sean Penn as Jeff Spicoli, Fast
Times at Ridgemont High (1982)
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Reality: Troubleshooting is not easy, it is an acquired skill

e Comes naturally to some
e Education / training

* Experience
e School of hard knocks

iies

_ e
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Troubleshooting is Troubleshooting

e Electronics / Electrical e Mechanical e Automotive
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Automotive / Engine Troubleshooting

Bobcat Skid Steer Loader
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Bobcat 610 Skid Steer Loader

Based on a true story

e No start or crank — “clunk” sound
when key is turned

— Weak battery?

* Jump start

Still no start or crank — “clunk” sound

— Loose battery cables?
* Yes, tighten cables

Cranks but no start
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Bobcat 610 Skid Steer Loader

Based on a true story

 Cranks but no start

— Check for spark?
e Spark OK

Cranks but no start

— Check Fuel level?
e Fuel level OK

Cranks but no start

— Check fuel pressure?
* No fuel pressure

 Replace fuel pump
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Bobcat 610 Skid Steer Loader

Based on a true story

Starts OK

Successful troubleshooting session

-
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Common Troubleshooting
Methodology
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Common Troubleshooting Methodology

Steps in a common troubleshooting methodology

NOoUuhEWNE

|dentify the problem
Determine the scale of the problem ' *"
Possible causes

Isolate the problem .

Step 6B

Resolution or escalation L_j
Step 6A

Corrective action / verify solution

Document, document and
document
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Common Troubleshooting Methodology

1. Identify the problem

. Gather Information by asking questions
. Ask more questions
. Never assume anything

_—
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Common Troubleshooting Methodology

2. Determine the scale of the | Ethemet Segment 2) &=
|
prObIem Ethem(caf)i;;g}?”’ i Router @
. First identify whether the problem is global or an | I __
individual = Wireless @
Access Point
. Global (many devices) or individual (one device)

— “The Internet is down”

. A global problem usually involves many devices @ A

or groups of devices Wireless Client
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Common Troubleshooting Methodology
Global Problem

Items that can be related to a global

Wireless LAN (WLAN) problem include
e Wireless access points %

e  Wireless bridges

e  Wireless LAN controllers

Wired infrastructure devices raa
T
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Common Troubleshooting Methodology

Individual Problem (one device)

Items that can be related to a individual
WLAN problem include

e (Connection issues
e Application issues
e Device issues

e Usererror
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Common Troubleshooting Methodology

Ethernet Segment ()
3. Possible causes O <

==

: Router @
. Wireless LANs have a lot of moving parts Ethernet Switch |
. Unbounded medium S @
. Don’t forget about the wired side Access Point

o

Wireless Client
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Common Troubleshooting Methodology

4. Isolate the problem

Radio Wave
. Wireless LANs require two way communications
Access Point Client device
° Radio tran Smitter (Transmitter) (Receiver)
— Prepares data to be propagated across the air
) ) 01100011 f\/\/\,
. Radio receiver m _
— Collects the propagated signal from the air 01100011
Modulation Demodulation
Process Process
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Common Troubleshooting Methodology

4. Isolate the problem .
adio Wave
(co ntl n u e d ) Access Point Client device
. . (Transmitter) (Receiver)
. The transmitter must hear the receiver
. The receiver must hear the transmitter UG A\
. Unbounded medium causes various problems W\ —
Modulation Demodulation
Process Process
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Common Troubleshooting Methodology

5. Resolution or escalation

. In many cases based on previous experience
. Refer to support database / documentation
. Must know your limitations

. Escalate the problem as appropriate
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Common Troubleshooting Methodology

6. Corrective action/verify

. Test the solution
. Implement the solution
. Verify the solution
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Common Troubleshooting Methodology

7. Document, document and

document
. Documentation is an important component
. Manual or electronic methods
. Helps you and others
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The OSI model and Wi ireless
Networking




Remember the OSI Model?

|. Aﬂﬂ”ia“““ < Layer 7 e Open Systems Interconnection (OSl)

[ Presentation | < Layer 6  The basic concept of communications in
o the computer network environment

| Session < Layer 5 .

— e Consists of seven layers

| Transport | < Layer 4 e Each layer is made up of many protocols

Nework | < Layer 3 and serves a specific function

N e Datais encapsulated at some layers

Data Link | = Layer 2
| —— . e WLAN technology operates at the two
[ Physical | < Layer 1 lowest layers
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The OSI Model and Wireless Networking

. , ; L 3-Th
Layer 2 — Data Link Layer (MAC) o i “— Nelwork Layer
____________ oo
Two sublayers / ™
. . e . LLC Sublayer
Responsible for organizing the bit-leveldata | ... _ Layer2-The
. . Data Link Layer
for communications (frames) MACSublayer @ ed
Detecting and correcting Physical layer errors S~ f —
Layer 1 — Physical Layer (PHY) (" icr suierer N
Physical Layer Header Added
Two Sublayers ] e Layer 1- The
. PMD Sublayer Physical Layer
Bit-level data streams and computer network L D
hardware connecting the devices together Physical Medium (Wired or Wireless)

2017B1CS1 fféé v

CONFERENCE & EXHIBITION ,_; ‘“ ik

SEPTEMBER 24-28 | LAS VEGAS, NV - --.f___ s




IEEE 802.11 Frame Types




IEEE 802.11 Frame Types

General Frame Format

Octets: 2 2 5] Doré Doreg Oor2 Doreg Dor2 Oord variable 4
Frame Duration | Address | Address | Address | Sequence | Address QoS HT Frame FCS
Control D 1 2 3 Control 4 Control | Control Body
- -

MAC header

Image provided by IEEE Std 802.11™-2016
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IEEE 802.11 Frame Types

Frame Control Field

Octets: 2 2 5] Dor6 0ori Dor2 0ori Dor2 Oord variable 4
Frame Dwuration | Address | Address | Address | Sequence | Address QoS HT Frame FCS
Control D 1 2 3 Control 4 Control | Control Body
\ T ™ = = . MAC header

\ - e B .
\4 BO B1 B2 B3 B4 BT BS B10 B12  "Bi% = Bl4 __ B15

Protocol Type Subtyp To @ From Mare Retry Power More § Protected §+HTC/
YWersion DS DS Frag- Managementl Data Frame §Order
ments

Bits:
Image prowded by IEEE Std 802 11™- 2016
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IEEE 802.11 Frame Types

Three Frame Types in IEEE 802.11 Networking
1) Management Frames

2) Control Frames

3) Data Frames
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IEEE 802.11 Frame Types

Frame Types in IEEE 802.11 Networking

e Common Management Frames
e Beacon
e Probe Request / Response
e Authentication
e Association Request/ Response
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IEEE 802.11 Frame Types

Frame Types in IEEE 802.11 Networking
e Common Control Frames

® RTS / CTS Octets: 2 2 6 6 4

o ACK Eomitol D ssspra) | TA | Fes
- -

L PS PO” MAC header

Image provided by IEEE Std 802.11™-2016
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IEEE 802.11 Frame Types

Frame Types in IEEE 802.11 Networking
e Data Frames (two types)

e Data
e Null Data

Octzets: 2 6 6

6 2 Dor6 Oor2 Oor4 variable 4
Frame - Address | Address | Address | Sequence | Address QoS HT Frame
Control Duration 1 2 Control 4 Control | Control Body FCS
- -

Image provided by IEEE Std 802.11™-2016
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IEEE 802.11 Frame Types

Frames Types in IEEE 802.11 Networking
e Data

Oclets 2 6 6 6 2 Oor6  Oor2 Oor4 variable 4
Frame " Address | Address | Address | Sequence | Address QoS HT Frame
o C a r ry d a ta p a y I O a d Control Duration 1 2 3 Control 4 Control | Control Body FCS
-} -

Image provided by IEEE Std 802.11™-2016
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IEEE 802.11 Frame Types

Frames Types in IEEE 802.11 Networking

e Null Data
e Does not carry data payload
e Power management
e Channel scanning
e Maintaining an association
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Basic IEEE 802.11 Connectivity

IEEE 802.11 Open System
Authentication and Association

o . =
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Basic IEEE 802.11 Connectivity

The IEEE 802.11 Authentication and Association Process

Passive Scanning
Beacon — (Broadcast) — client device listens for beacons

Discovery
Active Scanning Phase
Probe Request (from client device to access point)
Probe Response (from Access point to client device)
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Basic IEEE 802.11 Connectivity

The IEEE 802.11 Authentication and Association Process

IEEE 802.11 Authentication |
Authentication (from client device to access point)
Authentication (from access point to client device)

Ethernet Segment |

IEEE 802.11 Association S
Association Request (from client device to access point)
Association Response (from access point to client device) ireless Client Device
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Basic IEEE 802.11 Connectivity

The IEEE 802.11 Authentication and Association Complete Process

Beacon — (broadcast) — client device listens for Beacons
Probe Request (from client device to access point) BLS:;)e\lery

Probe Response (from access point to client device) ] Ethernet Segment
802.11 Authentication (from client device to access point)
802.11 Authentication (from access point to client device)
802.11 Association Request (from client device to access point)
802.11 Association Response (from access point to client device) 4

802.11 Open System Authenticated and Associated

S
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Common Wireless LAN Problems




Common Wireless LAN Problems
Coverage and Capacity Problems — No Wireless Connectivity
Ethernet Segment (/) OK !

| ==
* No connectivity on the clientside  @)ox 1wz Router @) OK 1

. . . Ethernet Switch _ :
. Other connectivity issues ‘j -.

o = ... @OK!
. IP Address connectivity issues fg;if;ﬁ
J Security settings
| Client Utility
<= WLAN

AutoConfig g  Radio Disabled
QC) Wireless Client

2013 ICS| féé
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Common Wireless LAN Problems

Coverage and Capacity Problems — No Wireless Connectivity

No connectivity on the client side

. . . - Wi-Fi 3
. Disabled radio or wireless network adapter Lr Dicabled

. Misconfigured wireless client utility Sl e e L

. Microsoft Windows AutoConfig service not running or not
configured

. Protective supplicants (wireless client device side) that can
disable the radio in response to specific policy violations
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Common Wireless LAN Problems

Coverage and Capacity Problems — No Wireless Connectivity

Other connectivity issues

. Misconfigured wireless client utility - Wirflejss Network Connection
1 \ imited or no connectivity

. Incorrect wireless LAN security settings “" Broadcom B2, 11g Network A...

) IP address issues No valid IP address received
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Common Wireless LAN Problems

Coverage and Capacity Problems — No Wireless Connectivity

IP Address Connectivity Issues - CAWNDOWStystem e o

IC:~>ipconfig

. Misconfigured IP address information |EEEEEEEEtas

Ethernet adapter Wireless Network Connection:

¢ StatIC IP addresses - edi e . -Q- C e e e ..: Hec-lia disconnecte

ss Metwork Connection 7:

ific DNS Suffix . :
= 169.254.6.136

e Dynamic Host Configuration Protocol S e g g
(DHCP) addresses
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Common Wireless LAN Problems

Coverage and Capacity Problems — No Wireless Connectivity mcomree =)

Wireless Security Settings seartyips:  [wenzpams 2

Encryption type: [AES ']

. Incorrect security settings can also cause
connectivity issues

) [T show characters l

. Security settings must match on the client .|

device and the infrastructure
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Common Wireless LAN Problems

Coverage and Capacity Problems

Intermittent connectivity

. Received signal strength

. Testing received signal strength
. Weak signal or no signal
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Common Wireless LAN Problems

Coverage and Capacity Problems

| ] JPerf 202 - Network performance measurement graphical tool o|[B] %
IPert
Iperf command: binjiperf.exe 5 P04 1-p 5001 -fm
Choase iPerf Mode: ) Client Server address Port 5,001
°
Parallel Streams 1
I re e S S ro u g p u @) Server Listen Port 5,0011% [] Client Limit
Hum Connections 0f%
Mon, 7May 2012 1 8
° ° Application layer options A Bandwidth & Jitter
- + P
o Distance from access point (CE” edge bt o R B
Transmit 1,000

Bytes (@ Seconds

associated devices)

Report Interval

Testing Mode Dual Trade

o RF output power settings e

1

test port 5,001

. . Transport layer options A
J Number of devices associated to the |-
& T . oo TTor o y
) . .0 sec 5.50 MBvtes 46.1 Mobits/sec
. [[]Buffer Length 2 MBytes 2 . .0 sec 5.27 MBytes 44.2 Mbits/sec
[F1TCP Window Size o= [koyis [216] 90.0-91.0 sec 3.76 MByves 31.5 Mbits/sec
[216] 91.0-92.0 sec 5.35 MBytes 44.9 Mbits/sec
[7] Max Segment Size: (57| |KBytes [216] 92.0-93.0 sec 5.45 MBytes 45.7 Mbits/sec
[7] TEP No Delay [216] 93.0-94.0 s=c 5.42 MBytes 46.1 Mbits/sec
[216] 94.0-95.0 sec 5.53 MBytes 46.% Mbits/sec
n . . .
. | I I | l I | I o =
UDP Bandwidth 12| [MBytes/sec save Clear now [] Clear Output on each IperfRun
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Common Wireless LAN Problems

Coverage and Capacity Problems

Hidden Node )

. Carrier sense multiple access with collision / I \
detection (CSMA/CD) ool «B (@ e

e  Carrier sense multiple access with collision o
avoidance (CSMA/CA)

e  Hidden node obstruction S

. Hidden node signal strength

. Hidden node technology (signaling methods) e
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Common Wireless LAN Problems

Coverage and Capacity Problems Ethernet Segment

| l |
S
Hidden Node Obstruction I.,%:

,f-’l ]'f Access Point

o Client devices can not hear each other

. Carrier sense multiple access with collision
avoidance (CSMA/CA)

. Obstruction blocks ability to hear

Wireless Client Wireless Client

2017BICSI féé v
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Common Wireless LAN Problems

Coverage and Capacity Problems Ethernet Segment

| : |
r\—‘j”' ; TN vAccess Point
Hidden Node Signal Strength =

F T
\‘ ,'Ii

o Client devices can not hear each other

. Carrier sense multiple access with collision
avoidance (CSMA/CA)

. Distance limits ability to hear

Client devices not
in radio range of

. . each other - .
Wireless Client Wireless Client
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Common Wireless LAN Problems

Coverage and Capacity Problems | Ethernet Segment |

| l |

r\\mﬂl"—\
R . . Access Point
Hidden Node Signaling Methods =
J Client devices can hear each other e 4,
0,
H . . P 03 ollision A\O
e  Carrier sense multiple access with collision el e
avoidance (CSMA/CA)
. Wireless technology types used
. . 802.11b ( HR/DSSS) 802.11g (ERP-OFDM)

Y ERP protectlon meChanlsmS Wireless Client Wireless Client
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Wireless LAN Troubleshooting Tools
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Layer 1 Physical Layer (PHY)
Troubleshooting Tools

Wi-Fi Centric Spectrum Analyzers
. MetaGeek Chanalyzer
. Netscout Spectrum XT
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Layer 1 Physical Layer (PHY)
Troubleshooting Tools

Instrumentation Spectrum Analyzers
. Agilent

. Fluke

. Tektronics

. Rohde & Schwarz

L e /
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Layer 1 Physical Layer (PHY)
Troubleshooting Tools ..

N e |l #h e P i ey [, oy B e st % o, ) e[ e
g = b @S @ o nos N O ER A8

" & g Cmes
{ P P 58 L]
. . : T T
Site Survey De5|gn Software S
""" 'gi Zone Asspij® - TamoGraph Site Survey. = | @
Project Survey View Settings Help
PY N et S C O u t S u rV e P r O Wb 04 | 5 | Vesteaon: [Sanat o meenceraie_+] (5] 2% |
Group by~ — . [ 1, Iprensandsuveys [pioperties | Options
SSID / Name “ | Add~ Delete
5 [ Floors Mame Co
[ @ Cisco80211n W Zoneh
GuestNet

@ Cisco80211n

. Ekahau Site Survey

Y| Survey9/9/2010138:... ‘

D-Link80211a
+ D-Link80211g
ImpexDD

. Tamosoft TamoGraph

3com 802119

[ & AskeyCompu8i2ilg
: . AsustekCom 802115
.S s AsustekCom 802.11g

- ZygateComm 802119

m ' <
!4, RangeMax Wireless-1 UsE . BN sl | EE T 1493x1566m  F Zoom §0%|~| Scanning: On

2o1mcsv?’éé
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Layer 2 Data link Layer (MAC)
Troubleshooting Tools  r—— -

Protocol (Packet) Analyzers
. Wireshark
. Savvius Omnipeek

. Netscout Wi-Fi Analyzer
e  Tamosoft CommView for Wi-Fi & J|!-;I!| '
. MetaGeek Eye P.A.

Ii
=

ccccccc

2013|c5| fféé/' |
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Layer 2 Data link Layer (MAC)
Troubleshooting Tools

L TamoSoft Throughput Test - Client - Ver. 1.0 Build 29 - O R

ServerIP or Pv6 address:
1 Connect TAMO,

Throughput Test Tools i

27100 S Best Effort Disconr

e 202 Motk performancs measursmsent graphecal toch

TCP only I pe— Bnjpert e 4 £04 105001 4m B
(S Perf Hode: Chant el
[ ] a m OSO TCP Up:  455.54 Mbps (Ave: 431.63) UDP Up: 631
TCP Down: 444.12 Mbps (Ave: 364.83) UDP Down: 175
Round-trip time: 1.8 ms @ Server
. Chart: (@) Throughput OlLoss QORTT Apphcatien Liyer pptisns
° | Per —
600
™ -
. 500 Report oterval
¢ IPer
300
200 panapess
100
. Trasport Ry options
oo thepratecsi 12 use
Status log: e
[1:13:49 PM] Disconnected s
[2:18:36 PM] Connecting to 192.168.8.15 ...
[2:18:42 PM] Performing tests. Click "Disconnect” to S
Maox Segmens Sae
TGP N Dty
we =
Save | | Com o oo Ot o i o Rus




Additional Software Troubleshooting Tools

Wi-Fi Test Tools
. Acrylic WiFi Home (Windows) - Free
. AirGrab WiFi Radar (Mac OSX) - Free

. LizardSystems Wi-Fi Scanner (Windows)
Free and purchase version
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Additional Software Troubleshooting Tools

Wi-Fi Test Tools
. MetaGeek InSSIDer - (Windows or Mac)
. NetSpot (Windows or Mac)

. WiFi Explorer (Mac) — Free and purchase
version

. Xirrus W-Fi Inspector (Windows) Free
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Hardware Troubleshooting Tools

Wi-Fi Test Tools =
. Netscout LinkSprinter I
. Netscout AirCheck G2

. Berkeley Varitronics Yellowjacket-BANG

. Netscout OptiView XG
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Spectrum Analyzer Demonstration




Protocol Analyzer Demonstration




Site Survey Software Demonstration
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Questions ?




Thank You!

Robert Bartz
E-mail:  robert@eightotwo.com
Twitter: @eightotwo
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