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Objective

• Understand cybersecurity threats in 
Building Internet of Things (B-IoT)

• Understand what can be done to 
secure B-IoT



Agenda

• Why Cybersecurity Matters
• “Demo”
• Basics of Cybersecurity
• Secure Building Networks
• Conclusion



WHY CYBERSECURITY MATTERS



Cyber Crime Costs Projected 
To Reach $2 Trillion by 2019
- Forbes, January 17 2016

http://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-2019/#6253ee2e3bb0



“take down a power plant by physically 
destroying a generator with just 21 lines of code” 
– Wired.com

“Stuxnet reportedly ruined almost one-fifth of 
Iran's nuclear centrifuges.”
- Wikipedia

“IBM's X-Force team hacks into smart building” 
– CSO Online

http://resources.infosecinstitute.com/2013-data-breaches-need-know/



http://www.csoonline.com/article/3031649/security/ibms-x-force-team-hacks-into-smart-building.html



DEMO



Typical Building Automation Systems

BBMD: BACnet Broadcast Management Device



~1500 exposed BACnet 
systems in one search 

in the USA



No Login



Remote Control of 
Building Automation 

Devices



No one 
would know



BASICS OF CYBERSECURITY



Basics of Cybersecurity

Assets

Process

People

Technology

Assets

Integrity



Resources

https://www.nist.gov/sites/default/files/documents/2017/01/17/draft-cybersecurity-framework-v1.1.pdf - page 30

NIST Cybersecurity Framework

SANS Institute: Training and Research

ISA/IEC-62443: 
Standard for securing IACS

ICS-CERT: 
US DHS Alerts, training and assessments



SECURE BUILDING NETWORKS



Protecting B-IoT by Securing the Network

Why the network? Because…
• Common to all systems
• Everything* goes through it
• Scalable
• IoT communications is predictable



3 Key Principles to Secure Building Networks

1) Isolation

• Dedicated networks
• VLAN
• VRF
• Firewall
• …

2) Observability

• Reports
• Logs
• Notifications
• Monitoring
• …

3) Controllability

• Port control
• Port security
• ACL
• …



Take action today
1) Isolate your Building Systems from IT

– Dedicated Building Network
– Separate VLAN for each service and vendor

2) Observe what is happening
– Ask for regular reports of # of connected devices and # of disconnected ports
– Review network management log files for user login

3) Control the flow of information
– Disable unused ports
– Set MAC filtering/security rules



Conclusion
• Cybersecurity is serious and needs to be addresses
• Protect the network, protect the system
• Start today
• Q&A
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