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Objective

e Understand cybersecurity threats in
Building Internet of Things (B-loT)

e Understand what can be done to
secure B-loT
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Agenda

e Why Cybersecurity Matters
e “Demo”

e Basics of Cybersecurity

e Secure Building Networks

e Conclusion
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WHY CYBERSECURITY MATTERS
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Cyber Crime Costs Projected

To Reach $2 Trillion by 2019
- Forbes, January 17 2016

http://www.forbes.com/sites/stevemorgan/2016/01/17/cyber-crime-costs-projected-to-reach-2-trillion-by-2019/#6253ee2e3bb0

2017
BICSI| Winter Conference & Exhibition

January 22-26 e Tampaq, FL

NNNNNNNN



“IBM's X-Force team hacks into smart building” ...
_ CSO Onllne Mumber of breaches per threat action category ower time

“take down a power plant by physically
destroying a generator with just 21 lines of code”

— Wired.com

“Stuxnet reportedly ruined almost one-fifth of
Iran's nuclear centrifuges.”
- Wikipedia

http://resources.infosecinstitute.com/2013-data-breaches-need-know/
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Smart Buildings
A Back Door for Hackers?

Connected Building Systems Fly under the Cybersecurity
Radar, Creating "“Shadow [oT"
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DEMO
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Typical Building Automation Systems
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search?query=bbmd&page=2
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TOP COUNTRIES
o

United States 1,458
Canada 399
Finland 49
France 23
Australia 29
TOP SERVICES
BACnet 2,157
SSH 5
HTTP (8080) 1
2222 1
Telnet 1
TOP ORGANIZATIONS
AT&T Internet Services 136
Verizon Wireless 123
Comcast Cable 120
Telus Communications 78
Comcast Business Communications 56
TOP OPERATING SYSTEMS
Linux 3.x 1
TOP PRODUCTS

218

DSM_RTR

2017

Charter Communications

®E ynited States, Madison
Details

102.4

University ™ s,

BE United States, Seattle
Details

22.114

testine Svate Library

BE United States, Tullahoma
Details

Instance ID: 500

Object Name: Hendricks_56@

Location: unknown

Vendor Name

Application Software: 3.7.188
Firmware: 3.7.108.3

Model Name:

Description: Local BACnet Device object

BACnet Broadcast Management Device (BBMD):
192.168.0.121:47808

Instance ID: 1

Object Name: UWLUAMEC@1

Location: BUILDING A PENTHOUSE

Vendor Name:

Application Software: BCE1201

Firmware BACnet 4.3g

Model Name: BACnet Field Panel
Description: UWLU.A.MEC.@1

BACnet Broadcast Management Device (BBMD):
146.142. ...

Instance ID: 500
Object Name: THS-NAE
Vendor Name:
Firmware: 6.0.¢.9000
Model Name: MS-NCE2566-@

~1500 exposed BACnet
systems in one search
in the USA
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. Bacnet Explorer -

File Functions Options Help

o]

Devices
5403 Udp:47808
-8 Deina KON - 14:47808
o gh Mech Plant [1004]

=88 Device 99 - 75 77 *71.122:47808
B 1st Foor RTR [100]
& Router 400 [400]
8 Device 300 - 0.64.174.4:50295
& Device 200 - 0.64.174.4:50287
B Device 101-1
B Device 201-1
B Device 102-2 .
8 Device 401 - No Login
& Device 209- 9
& VAVFP_1_1_13[103]
& Device 1011-0.0.0.0:1011
8 VAVFB_1_2_13[210)
| B Device 1005-5
Space

-2 ANALOG_VALUE:10388

i} ANALOG_VALUE:10470

L)@ ANALOG_VALUE:11651

i} ANALOG_VALUE:11835

i@ ANALOG_VALUE:11872

i} ANALOG_VALUE:11873

-2 ANALOG_VALUE:11874

i-(g BINARY_INPUT:10007

‘{4 BINARY_INPUT:10009

i--(g BINARY_INPUT:10011

‘(g BINARY_INPUT:10583

i-{g BINARY_INPUT:11850

..(g BINARY_INPUT:11878

[P ) Loop Water Pump 2 Command
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1 Bacnet Explorer - — o X
File Functions Options Help

o[x]
Devices Subscriptions, Periodic Polling, Events/Alams Properties
e A, A Baj2! |
588 Devica 500 - 14:47808 Device  Objectid Name  Value Time Status =
L] gh Mech Plant [1004] V. Bamdms PPwoe'tv - 'y
=8 Device 99 - 5620 171.122:47808 6 - Proprietany
B 1st Floor RTR [100] 22!:;; :mpnﬂary g
8 Router 400 [400) - Proprietary
& Dovioe 300[- 0 514 174.4:50295 2390 - Proprietary Loop Water Pump 2 Command
B Device 200 - 0.64.174.4:50287 fjﬁ? P Pmpmmondm 81/4_10038
i Remote Control of e
ﬁge:z:;gm,] e 0 e On FO O 512 - Proprietary 0
B Device 102-2 A ; 516 - Proprietary 0
O 517 - Proprietary 1
= ki
g v .| Building Automation A !
§- VAVFP_1_1_13(103] eV|CeS m gmxm ;aésse
B Device 1011-0.0.0.0:1011 D - Proprietary I
B VAVFB_1_2_13[210) 5573 Em:mday Ilue
= 1005-5 v - Proprietary ue
Address Space el ) 721 - Proprietary 0000000100000000
"~} ANALOG_VALUE:10388 ] 908 - Proprietary 5
X " 913 - Propriet False
}2 ANALOG_VALUE:10470 g ary fe
[ ANALOG_VALUE:11651 m* ngetay ¢
2 ANALOG_VALUE:11835 e ¥ wa'etav 2
2 ANALOG_VALUE:11872 M- :::tav ¢
2 ANALOG_VALUE:11873 &:;e S i %
% :ﬁnﬁ%ﬁ?ﬁié&ﬁ? Change OF State Time 1970-01-01 12:01 AM
(@ BINARY_INPUT-10009 Descrption Loop Water Pump 2 Command
g BINARY_INPUT:10011 S‘““ TEN T 2?5?;5{;;9
(@ BINARY_INPUT:10583 anse;- e Time i
@ BINARY_INPUT:11850 |::r“v aTi; g
@ BINARY_INPUT:11878 ; e ... a
=r ] Loao Water Pump 2 Command M. imu = Tm 5
g 1 Comm inimum ime
: L?s::yv:ﬁ g:rr\'r:und = Object Identifier OBJECT_BINARY_OUTPUT:10038
@ BINARY_OUTPUT:10466 Object Name Loop Water Pump 2 Command v
(@ BINARY_OUTPUT:11768 1006 - Proprietary
: BINARY_VALUE:11742 BACNET_APPLICATION_TAG_ENUMERATED

A RINARY VAIIIE-11742
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File Functions Options Help

QX
Devices . Subscriptions, Periodic Poliing, Events/Alamns Properties
5aia Udp:47808 ~ T [BEs)
= 129-1 4 N; V; T -
= &v-ce zg: ?‘3 via 15?17;?}28 Device  Objectld lame alue ime Status 7 =
™ 6.. OBJECT_BINARY_INPUT:2 DI3ACT 0 233630 OK 1088 - m' o Faias
vice . 26
Device 2004 - 4 6.. OBJECT_ANALOG_VALU.. DCB.. 706 233634 0K I]:'D:Q I,-:up"ﬁa,y False
TU-1-21 [2005] =
Description
Device 2006 - 6
Dex 2007-7 Object Identffier OBJECT_CALENDAR:1
Object Name TU-1-21-LOCAL-CAL

Device 2008 - 8
Device 2009 -9 | Object Type :a‘Ob;ectCalenda‘
Ise

Device 2010- 10 « Calendar Editor - *
Device 2011-11 |
Device 2012 - 12 4 December, 2016
Device 2003 - 3 via 52.47801

[2TNov |28 29 130 01Dec |2 3

Device 2013-13 ue Wed Thu Fri Sat
Device 2214 - 14 vi 162:478| 29 30 1 2 3 N

Device 2015 - 15 4E3 e 7 8 3 1 & NO one
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(@ BINARY_VALUE:37
(@ BINARY_VALUE:50
& TU1-21-LOCALCAL
] CBAS Aam (1)
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[] EVENT_ENROLLMENT:1003 =
] Loor:1
] Loor:2
[] MULTI_STATE_OUTPUT:7 =
"w'*f NOTIFICATION_CLASS:-0 Delete Add Wite & Read back
<@ NOTIFICATION_CLASS:1
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BASICS OF CYBERSECURITY
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Basics of Cybersecurity

People

Process

Technology

Assets

Integrity

e
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Table 2: Function and Category Unique Identifiers

Fuctos . Catem Resources

Identifier Identifier

ID.AM Asset Management
ID.BE Business Environment

Identify ID.GV Governance .

" [[DRA | Rk Asesmen NIST Cybersecurity Framework

ID.RM Risk Management Strategy
ID.SC Supply Chain Risk Management
PR.AC Access Control . . .
SANS Institute: Training and Research

Protect PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance ISA/I EC 62443 "
PR.PT Protective Technology - "

b [ Aol i B Standard for securing IACS

g Security Continuous Monitoring

DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications I C S - C E RT:

Respond RS.AN | Analysis ..
M| o US DHS Alerts, training and assessments
RS.IM Improvements
RC.RP Recovery Planning

Recover RC.IM Improvements
RC.CO Communications

https://www.nist.gov/sites/default/files/documents/2017/01/17/draft-cybersecurity-framework-v1.1.pdf - page 30
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SECURE BUILDING NETWORKS
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Protecting B-1oT by Securing the Network

Why the network? Because...

e Common to all systems

e Everything® goes through it

e Scalable

e |oT communications is predictable
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3 Key Principles to Secure Building Networks

2) Observability 3) Controllability

1) Isolation

* Reports » Port control
* Logs

* Notifications

 Dedicated networks
e VLAN
e VRF

e Firewall

» Port security
« ACL

* Monitoring
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Take action today

1) Isolate your Building Systems from IT
— Dedicated Building Network
— Separate VLAN for each service and vendor

2) Observe what is happening
— Ask for regular reports of # of connected devices and # of disconnected ports
— Review network management log files for user login

3) Control the flow of information
— Disable unused ports
— Set MAC filtering/security rules
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Conclusion

e Cybersecurity is serious and needs to be addresses
e Protect the network, protect the system

e Start today

* Q&A

Pook-Ping Yao
CEO, Optigo Networks Inc.
ping@optigo.net
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